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Description

This function creates or modifies an Access Control List (ACL).

Examples

JSON API

https://hostname.exam
ple.com:2087/cpsess##
########/json-api/sav
eacllist?api.version=
1&acllist=my_acl_list
&acl-all=1

XML API

https://hostname.exam
ple.com:2087/cpsess##
########/xml-api/save
acllist?api.version=1
&acllist=my_acl_list&
acl-all=1

Func

tion

infor

mati

on

API Version:
WHM API 1
Available in:

WHM 11+
Methods:
GET, POST
Required Parameters:
acllist
Return Formats:
JSON, XML

Abou

t

WHM

API 1

WHM
API 1
performs
functions
and
accesses
data in
WHM.

  

Warning:
We  recommend that WHM users create and edit ACLs and ACLstrongly
privileges through WHM's interfa Edit Reseller Nameservers and Privileges
ce (WHM >> Home >> Resellers >> Edit Reseller Nameservers and

). Privileges

Notes:
Some functions and parameters may require that you authenticate as the 
root
user.
You 
must
use the appropriate WHM ports (
2086
 or 
2087
) to call WHM API functions.
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Command Line

whmapi1 saveacllist
acllist=my_acl_list
acl-all=1

Output (JSON)

{
  "metadata": {
    "version": 1,
    "reason": "ACL
List my_acl_list
saved.",
    "result": 1,
    "command":
"saveacllist"
  }
}
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a

funct
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WHM API 1 Functions - acctcounts
— This function lists a reseller's total accounts, suspended accounts, and account creation limit.

WH
M
API
1
Func
tions
-
getre
seller

 ips
—
This
functi
on
lists
a
resell
er's
avail
able
IP
addr
esse
s.

WH
M
API
1
Func
tions
-
listre
seller
 s —

This
functi
on
lists
the
resell
er
acco
unts
on
the
serv
er.

Notes:
Unless otherwise noted, you must 

 values.URI-encode
For more information and additional
output options, read our Guide to

 documentation or runWHM API 1
the  command.whmapi1 --help

If you run CloudLinux™, you  must
use the full path of the  cowhmapi1
mmand:

/usr/local
/cpanel/bi
n/whmapi1
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Output (XML)

<result>
    <metadata>
       
<version>1</version>
        <reason>ACL
List my_acl_list
saved.</reason>
       
<result>1</result>
       
<command>saveacllist<
/command>
    </metadata>
</result>

Parameters

Parameter Type Description Possible
values

Example

acllist string Required

The ACL to
assign to the
reseller.

A valid ACL
name.

my_acl_list
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M
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1
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Note:
Use WHM's interface ( API Shell WHM
>> Home >> Development >> API

) to directly test WHM API calls.Shell

Note
:
To
modi
fy an
existi
ng
ACL,
set
this
valu
e to
that
ACL'
s
nam
e.
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Backups

backup_conf
ig_get

backup_conf
ig_set

backup_dat
e_list

backup_dest
ination_add

backup_dest
ination_dele
te

acl-edit-pkg Boolean Whether to
allow the
reseller to edit
hosting plans
(packages).

This parameter
defaults to .0

1 — Allow.
0 — Do
not allow.

1

acl-add-pkg Boolean Whether to
allow the
reseller to add
and remove
hosting plans
(packages).

This parameter
defaults to .0

1 — Allow.
0 — Do
not allow.

1

acl-list-pkg
s

Boolean Whether to
allow the
reseller to view
existing hosting
plans
(packages).

This parameter
defaults to .0

1 — Allow.
0 — Do
not allow.

1

acl-mailchec
k

Boolean Whether to
allow the
reseller to
troubleshoot
mail delivery.

This parameter
defaults to .0

1 — Allow.
0 — Do
not allow.

1

Note
:
We
adde
d
this
para
mete
r in
cPan
el &
WH
M
versi
on
68. 
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backup_list_
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backup_set_
list

backup_set_
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d

backup_skip
_users_all

backup_skip
_users_all_s
tatus

backup_use
r_list

convert_and
_migrate_fro
m_legacy_c
onfig

get_users_w
ith_backup_
metadata

list_cparchiv
e_files

start_backgr
ound_pkgac
ct

toggle_user
_backup_sta
te

cPHulk

cphulk_statu
s

create_cphu
lk_record

delete_cphu
lk_record

disable_cph
ulk

enable_cph
ulk

flush_cphulk
_login_histo
ry

acl-generate
-email-confi
g

Boolean Whether to
allow the
reseller to
generate a
mobile
configuration
profile for an
email account.

This parameter
defaults to .0

1 — Allow.
0 — Do
not allow.

1

acl-show-ban
dwidth

Boolean Whether to
allow the
reseller to view
account
bandwidth
usage.

This parameter
defaults to .0

1 — Allow.
0 — Do
not allow.

1

acl-list-acc
ts

Boolean Whether to
allow the
reseller to view
the list of
accounts.

This parameter
defaults to .0

1 — Allow.
0 — Do
not allow.

1

acl-acct-sum
mary

Boolean Whether to
allow the
reseller to view
an account
summary.

This parameter
defaults to .0

1 — Allow.
0 — Do
not allow.

1

Note
:
We
adde
d
this
para
mete
r in
cPan
el &
WH
M
versi
on
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flush_cphulk
_login_histo
ry_for_ips

get_countrie
s_with_kno
wn_ip_rang
es

get_cphulk_
brutes

get_cphulk_
excessive_b
rutes

get_cphulk_
failed_logins

get_cphulk_
user_brutes

load_cphulk
_config

read_cphulk
_records

save_cphulk
_config

set_cphulk_
config_key

Databases

background
_mysql_upg
rade_status

current_mys
ql_version

installable_
mysql_versi
ons

latest_availa
ble_mysql_v
ersion

list_databas
e_users

list_databas
es

list_mysql_d
atabases_a
nd_users

remote_mys
ql_create_pr
ofile

remote_mys
ql_create_pr
ofile_via_ss
h

remote_mys
ql_delete_pr
ofile

remote_mys
ql_initiate_p
rofile_activat

acl-clusteri
ng

Boolean Whether to
allow the
reseller to use
DNS clusters.

This parameter
defaults to .0

1 — Allow.
0 — Do
not allow.

1

acl-news Boolean Whether to
allow the
reseller to
modify the
server's news.

This parameter
defaults to .0

1 — Allow.
0 — Do
not allow.

1

acl-thirdpar
ty

Boolean Whether to
allow the
reseller to
manage
third-party
services.

This parameter
defaults to .0

1 — Allow.
0 — Do
not allow.

1

acl-kill-dns Boolean Whether to
allow the
reseller to
remove DNS
zones.

This parameter
defaults to .0

1 — Allow.
0 — Do
not allow.

1

acl-cpanel-a
pi

Boolean Whether to
allow the
reseller to
execute cPanel

, API 1 cPanel
 and   API 2 UAPI

functions via
WHM.

This parameter
defaults to  0 .

1 — Allow.
0 — Do
not allow.

1

acl-edit-dns Boolean Whether to
allow the
reseller to edit
DNS zones.

This parameter
defaults to .0

1 — Allow.
0 — Do
not allow.

1

Note
:
We
adde
d
this
para
mete
r in
cPan
el &
WH
M
versi
on
68.
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DNS

adddns
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ord
(Reverse
DNS)
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get_namese
rver_config

getzonereco
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acl-park-dns Boolean Whether to
allow the
reseller to park
DNS zones.

This parameter
defaults to .0

1 — Allow.
0 — Do
not allow.

1

acl-create-d
ns

Boolean Whether to
allow the
reseller to add
DNS zones.

This parameter
defaults to .0

1 — Allow.
0 — Do
not allow.

1

acl-manage-a
pi-tokens

Boolean Whether to
allow the
reseller to
manage API
tokens.

This parameter
defaults to .0

1 — Allow.
0 — Do
not allow.

1
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acl-nameserv
er-config

Boolean Whether to
allow the
reseller to
manage
nameservers.

This parameter
defaults to .0

1 — Allow.
0 — Do
not allow.

1

acl-ssl Boolean Whether to
allow the
reseller to
perform SSL
site
management.

This parameter
defaults to .0

1 — Allow.
0 — Do
not allow.

1

acl-ssl-info Boolean Whether to
allow the
reseller to view
their server's
SSL
information.

This parameter
defaults to . 0

1 — Allow.
0 — Do
not allow.
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acl-mysql-in
fo

Boolean Whether to
allow the
reseller to
retrieve
MySQL®
database and
user data.

This parameter
defaults to .0

   —1
Allow.

0 — Do
not allow.

1

acl-create-a
cct

Boolean Whether to
allow the
reseller to
create
accounts.

This parameter
defaults to .0

1 — Allow.
0 — Do
not allow.

1

acl-suspend-
acct

Boolean Whether to
allow the
reseller to
suspend or
unsuspend
accounts.

This parameter
defaults to .0

1 — Allow.
0 — Do
not allow.

1

acl-basic-sy
stem-info

Boolean Whether to
allow the
reseller to
retrieve basic
system
information.

This parameter
defaults to .0

1 — Allow.
0 — Do
not allow.

1
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acl-basic-wh
m-functions

Boolean Whether to
allow the
reseller to
access basic
cPanel & WHM
options.

This parameter
defaults to .0

1 — Allow.
0 — Do
not allow.

1

acl-res-cart Boolean Whether to
allow the
reseller to reset
the Interchange
shopping cart.

This parameter
defaults to . 0

1 — Allow.
0 — Do
not allow.

1
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0 — Do
not allow.
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0 — Do
not allow.
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manage how
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Cross-Origin
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1 — Allow.
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acl-upgrade-
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Boolean Whether to
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upgrade or
downgrade
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This parameter
defaults to .0

1 — Allow.
0 — Do
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Boolean Whether to
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This parameter
defaults to .0

1 — Allow.
0 — Do
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Boolean Whether to
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temporary user
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This parameter
defaults to .0

1 — Allow.
0 — Do
not allow.
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accept_eula
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e_tiers

get_current_
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n_status

get_lts_wex
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getlongterm
support

installed_ver
sions

set_cpanel_
updates
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set_tier

update_upd
ateconf

version

 

acl-edit-mx Boolean Whether to
allow the
reseller to edit
MX entries.

This parameter
defaults to .0

1 — Allow.
0 — Do
not allow.

1
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https://documentation.cpanel.net/display/DD/WHM+API+1+Functions+-+set_tier
https://documentation.cpanel.net/display/DD/WHM+API+1+Functions+-+update_updateconf
https://documentation.cpanel.net/display/DD/WHM+API+1+Functions+-+update_updateconf
https://documentation.cpanel.net/display/DD/WHM+API+1+Functions+-+version


acl-digest-a
uth

Boolean Whether to
allow the
reseller to
manage Digest
Authentication
support.

This parameter
defaults to .0

1 — Allow.
0 — Do
not allow.

1

acl-kill-acc
t

Boolean Whether to
allow the
reseller to
terminate
accounts.

This parameter
defaults to .0

1 — Allow.
0 — Do
not allow.

1

acl-viewglob
alpackages

Boolean Whether to
allow the
reseller to use
all global
packages. For
more
information,
read our reseller
packages docu
mentation.

This parameter
defaults to .0

1 — Allow.
0 — Do
not allow.

1

Note
:
We
adde
d
this
para
mete
r in
cPan
el &
WH
M
versi
on
68. 

https://documentation.cpanel.net/display/CKB/Guide+to+Reseller+Accounts#GuidetoResellerAccounts-packages
https://documentation.cpanel.net/display/CKB/Guide+to+Reseller+Accounts#GuidetoResellerAccounts-packages


acl-allow-sh
ell

Boolean Whether to
allow the
reseller to
create accounts
with shell
access.

This parameter
defaults to .0

1 — Allow.
0 — Do
not allow.

1

acl-add-pkg-
shell

Boolean Whether to
allow the
reseller to
create
packages with
shell access.

This parameter
defaults to .0

1 — Allow.
0 — Do
not allow.

1

acl-allow-ad
doncreate

Boolean Whether to
allow the
reseller to
create
packages with
addon domains.

This parameter
defaults to .0

1 — Allow.
0 — Do
not allow.

1

acl-disallow
-shell

Boolean Whether to
allow the
reseller to
create accounts
that possess
shell access.

This parameter
defaults to .0

1 — Do
not allow.
0 — Allow.

1

Note
:
We
adde
d
this
para
mete
r in
cPan
el &
WH
M
versi
on
68. 

Note
:
We
remo
ved
this
para
mete
r in
cPan
el &
WH
M
versi
on
68. 



acl-allow-pa
rkedcreate

Boolean Whether to
allow the
reseller to
create
packages with
parked domains
(aliases).

This parameter
defaults to .0

1 — Allow.
0 — Do
not allow.

1

acl-allow-un
limited-disk
-pkgs

Boolean Whether to
allow the
reseller to
create
packages with
unlimited disk
space.

This parameter
defaults to .0

1 — Allow.
0 — Do
not allow.

1

acl-allow-un
limited-pkgs

Boolean Whether to
allow the
reseller to
create
packages with
unlimited
features.

This parameter
defaults to .0

1 — Allow.
0 — Do
not allow.

1

acl-allow-un
limited-bw-p
kgs

Boolean Whether to
allow the
reseller to
create
packages with
unlimited
bandwidth.

This parameter
defaults to .0

1 — Allow.
0 — Do
not allow.

1

acl-add-pkg-
ip

Boolean Whether to
allow the
reseller to
create
packages with a
dedicated IP
address.

This parameter
defaults to .0

1 — Allow.
0 — Do
not allow.

1

acl-locale-e
dit

Boolean Whether to
allow the
reseller to
create and
modify locales
on the server.

This parameter
defaults to .0

1 — Allow.
0 — Do
not allow.

1

acl-resftp Boolean Whether to
allow the
reseller to
resync FTP
passwords.

This parameter
defaults to .0

1 — Allow.
0 — Do
not allow.

1

acl-restart Boolean Whether to
allow the
reseller to
restart services.

This parameter
defaults to .0

1 — Allow.
0 — Do
not allow.

1



acl-status Boolean Whether to
allow the
reseller to view
the server's
status.

This parameter
defaults to .0

1 — Allow.
0 — Do
not allow.

1

acl-stats Boolean Whether to
allow the
reseller to view
server
information.

This parameter
defaults to .0

1 — Allow.
0 — Do
not allow.

1

acl-quota Boolean Whether to
allow the
reseller to
modify quotas.

This parameter
defaults to .0

1 — Allow.
0 — Do
not allow.

1

acl-demo-set
up

Boolean Whether to
allow the
reseller to
enable demo
mode for
accounts.

This parameter
defaults to .0

1 — Allow.
0 — Do
not allow.

1

acl-edit-acc
ount

Boolean Whether to
allow the
reseller to edit
accounts.

This parameter
defaults to .0

1 — Allow.
0 — Do
not allow.

1

War
ning
:
If
you
do
not
use
reso
urce
limits
, this
privil
ege
allow
s
resel
lers
to
circu
mve
nt
pack
age
limits
for
disk
spac
e. 



acl-limit-ba
ndwidth

Boolean Whether to
allow the
reseller to
modify
bandwidth limits
(quotas).

This parameter
defaults to .0

 

1 — Allow.
0 — Do
not allow.

1

acl-rearrang
e-accts

Boolean Whether to
allow the
reseller to
rearrange
accounts.

This parameter
defaults to .0

1 — Allow.
0 — Do
not allow.

1

War
ning
:
If
you
do
not
use
reso
urce
limits
, a
valu
e of 

 all1
ows
resel
lers
to
circu
mve
nt
pack
age
limits
for
disk
spac
e. 



acl-track-em
ail

Boolean Whether to
allow the
reseller to view
reports about
email message
delivery
attempts from
their account.

This parameter
defaults to .0

1 — Allow.
0 — Do
not allow.

1

acl-all Boolean Whether to
grant the
reseller  privilall
eges.

This parameter
defaults to .0

1 — Allow.
0 — Do
not allow.

1

Returns

This function only returns metadata.

Note
:
We
adde
d
this
para
mete
r in
cPan
el &
WH
M
versi
on
68. 

War
ning
:
A
valu
e of 

 gr1
ants 
roo

-levt
el
privil
eges
to
the
resel
ler.
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